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Chapter 2:

Leveraging SSL/TLS for
Secure Web Communications

This chapter explains how you can leverage Secure Sockets Layer/Transport Layer Security (SSL/TLS)
for Secure Web (HTTP) communications. The combination of the HTTP protocol and SSL is also
referred to as “HTTP over SSL,” or, in short, HTTPS. In addition, the chapter explains how to set up
SSL/TLS on the Web server side, outlines SSL client-side configuration features, and compares SSL
client certificate-based authentication to other Web authentication methods.

Setting Up SSL/TLS on a Web Server

The use of SSL/TLS requires X.509 certificates (see chapter 1 of this eBook for an introduction to
X.509 certificates). You always need a server certificate, and if you want client certificate-based strong
authentication, you also need client certificates. To illustrate the SSL/TLS Web server setup, we will
use the Microsoft Web server, Internet Information Services (IIS) 6.0, as an example. IIS 6.0 is the
Web server that comes with the Windows Server 2003 operating system.

In addition, a detailed, step-by-step guide on how to enable IIS for SSL, “Securing Your Microsoft
MSIIS Web Server with a Thawte Digital Certificate,” is available from the Thawte Web site
(http://www.thawte.com/ucgi/gothawte.cgi?a=w44600158747054000). Thawte also provides an SSL
setup guide for the Apache Web server, “Securing Your Apache Web Server with a Thawte Digital
Certificate” (http://www.thawte.com/ucgi/gothawte.cgi?a=w44570158747048000).

Setting up SSL in an IIS 6.0 environment typically includes the following steps:

Generate a server certificate request file.

Generate the server certificate.

Install the server certificate on the Web server.

Configure SSL on the Web server.

Optionally, generate, acquire, and install client certificates.

RARE I

To familiarize yourself with the process of requesting and setting up an SSL server certificate for
your IIS Web server, you can request a test certificate from Thawte. To request the certificate, go to
the following URL: http://www.thawte.com/ucgi/gothawte.cgi?a=w46840165357049000.

Generating an SSL Server Certificate Request

The easiest way to generate an SSL server certificate request is to use the IIS Web Server Certificate
Wizard (illustrated in Figure 2-1), which guides you through the request file-generation process.
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Figure 2-1
SSL Web Server Certificate Wizard
Default Web Site Properties : 7| x|
weh Site ] Performance ] ISAFI Filters ] Home Direckory ]
Documnents Direchory Security l HTTP Headers ] Custom Errors

Authentication and access control

l : Enable anonymous access and edit the

authentication methods For this resource, LI

IP address and domain name restrictions

= Grant or deny access to this resource using

Edit...

IP addresses or Internet domain names,

Secure communicakions

Require secure communications and

enable client certificates when this
resource is accessed.
Wiew Certificate. .
Edit...

OF | Cancel | | Help |

You can start the wizard from the Microsoft Management Console (MMC) TIS Internet Services
Manager snap-in. Right-click the Web site on which you want to set up SSL, and select Properties.
Then, in the “Secure communications” section of the Directory Security tab, select Server Certificate
(as Figure 2-2 illustrates).
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Figure 2-2
Starting the Web Server Certificate Wizard
Welcome to the Web Server Certificate Wizard. x|

Welcome to the Web Server
Centificate Wizard

Thiz wizard helps you create and administer zerver
certificates used in secure Web communications
between your zerver and a client,

Statuz of your Web Server

Wour Web Server doesn't have a cerificate installed
and you don't hawe any pending requests.
Certificate Wizard will help you to create a new
certificate for thiz wieb Server ar attach ta an
exizting certificate.

To continue, click Mest.

Lty | Cancel

In the wizard, you have the option to generate the request offline (the “Prepare the request now,
but send it later” option, illustrated in Figure 3) or to send the SSL server certificate request immedi-
ately to an online CA (the “Send the request immediately to an online certification authority” option,
also shown in Figure 3). The second option will both generate and send the certificate request file
and automatically install the certificate. This option will work only if you have an operational
Windows enterprise certification authority (CA) in your IIS environment. A Windows enterprise CA is
an AD-integrated CA that is published in AD.
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Figure 2-3
IIS Certificate Wizard: delayed or immediate request options

115 Certificate Wizard x|
Delayed or Inmediate Request
You can prepare a request to be sent later, or pou can send one %
immediately. 3.,"-.,\'

Do pou want to prepare a certificate request to be sent later, or do pou want to send it
immediately to an onling certification authority?

+ Prepare the request now, but send it lates

" Send the request immediately ta an online certification authority

< Back | Mewut » | Cancel |

When you choose to generate the request offline, you will have to manually submit the SSL
certificate request file to the CA and manually install the certificate on the Web server. You typically
choose this option when you are requesting an SSL server certificate from a commercial CA, such
as Thawte.

In the Web Server Certificate Wizard, you must enter the following information:

e Organization name

e Organizational units

e Country code

e State or province

e Locality

e Common name

An important step in the certificate-request file-generation wizard process is specifying the Web
site’s common name. You must make sure that the common name you enter in the wizard matches
the name that the browser uses in the URL to securely connect to your Web site. These names must
match because the common name is X.509 terminology for the name that uniquely identifies the SSL
server certificate, and that identifier links the certificate to your organization. The common name
appears in the server certificate, and if the name in the certificate does not match the name in the
URL, the browser will generate an SSL error.

Microsoft supports the use of wildcards in the certificate’s common name. Using wildcards in the
SSL certificate lets you reuse the same certificate for different physical Web sites. Doing this might be
an interesting option for Web farms, in which the only difference among the different Web farm
members is the machine.

The TIS SSL/TLS provider supports the following wildcards. You can use wildcards for whatever
URL you want; all the examples match www.mydomain.com:

e *mydomain.com

e w*.mydomain.com

e *w.mydomain.com.
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You should never use wildcards in your organization’s domain name (the “mydomain.com” por-
tion); doing so would compromise SSL server authentication. Microsoft’s support for wildcards is in line
with RFC 2595 and is documented in the Microsoft article “Accepted Wildcards Used by Server Certifi-
cates for Server Authentication” (http://support.microsoft.com/default.aspx?scid=kb;en-us;258858).

If you don’t immediately submit the SSL server certificate request to an online Windows
enterprise CA—in other words, when you submit the request to a non-AD-integrated internal CA or
to a commercial CA (such as Thawte or Verisign)—you must save your request to a file (by default,
this file is named certreq.txt). If you open this file, you will find text that is formatted similar to the
following text:

—-—-BEGIN CERTIFICATE REQUEST---
MIIB2TCCAUICAQAWgZgxCzAJBgNVBAYTALVTMRAWDGYDVQAQIEWdHZW9YZ2 LhMREWDWYDVQQ
HEwhDb2x1bWJ1czEbMBkGBT1UEChMSQUZMQUMgSW5jb3Jwb3JhdGVkMAswCQYDVAALEWJJV
DEYMBYGATUEAXMPd3d3LmFmbGFjbnkuY29tMSAWHgYJKoZIhvcNAQKkBFhFKR2FybW9uQGFmb
GFjLmNvbTCBnzANBgkqhkiG9wDBAQEFAAOBjqAWgYKkCgYEASRQHZCLIrLlxqqh8qs6hCCOKRIQEPX
2buwmA6GxegICKpOi/IYY5+Fx3KZWXmta794nTPShh2 lmRdn3iwxwQRKyqYKmP7wHCwtNm2taCRV
oboCQOuUyZjS+DGImj+bOrMKIrLME+9wz1f8LOFuArWhedDBnI2smOKQID45mWwBOhkCAWEAAQAA
MADGCSqGSIb3DQEBBAUAA4GBAJNLXxh0iv9P8cDjMsqyMOWXxXWgagdRaGoa8tv8R/UOuB0OS8/H
qu73umaB9vj6VHY7d9RKgDELFc/xLXeDwoXNiF8quTm43pmYPWcqnL1JZDGHMAkzzGtg502CLTHM
ELUGTdKpAK6rJCkucPODKKEJKecmTySSnvgUu7m

———END CERTIFICATE REQUEST---

Generating the SSL Server Certificate
SSL/TLS server certificates can be generated in different ways:
e An internal Certification Authority (CA) can generate the certificates. For example, this internal
CA can be a Microsoft Windows 2000 or Microsoft Windows Server 2003 CA.
e An external commercial CA (e.g., Thawte or Verisign) can generate the certificates.
e You can use the nternet Information Services (I1IS) 6.0 Resource Kit utility SelfSSL to generate
self-signed certificates.

Once you have generated the SSL server certificate request file, you must use the file to generate
the actual certificate. SelfSSL is a command-line tool that lets you generate self-signed SSL/TLS
certificates; in other words, you do not need a CA or PKI infrastructure. SelfSSL not only generates a
self-signed certificate but also installs the certificate on the Web server. If you use SelfSSL with the
/T switch, the tool also adds the self-signed certificate to the list of trusted certificates in the local
machine’s certificate store.

If you did not submit the request file to an online Windows enterprise CA, or if you did not use
the SelfSSL tool, you must manually submit the request to the CA that will issue the server certificate.
If the CA you are using is an internal Windows CA, the easiest way to submit your SSL server
certificate-request file is to use the CA’s Web interface. To do so, connect to the CA’s Web site using
the http://<servername>/certsrv URL. On the welcome page, select “Request a certificate,” then select
“Submit an advanced certificate request.” Finally, select “Submit a certificate request by using a
base64-encoded CMC or PKCS#10 file, or submit a renewal request by using a base64-encoded
PKCS#7 file.” The next Web page will then let you paste the base64-encoded content of the certificate
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26  Understanding and Leveraging SSL-TLS for Secure Communications

request file (the part that starts with “—BEGIN NEW CERTIFICATE REQUEST—" and ends with “—
END NEW CERTIFICATE REQUEST—") into the box on the page, or to browse for a file to insert as
the request content, as Figure 2-4 illustrates.

Figure 2-4
CA Web interface: Inserting the SSL certificate-request content

Microsoft Certific s - RootCA Home

Submit a Certificate Request or Renewal Request

To submit a saved request to the CA, paste a base-64-encoded CMC or PKCS #10 certificate request or
PRCS #7 renewal request generated by an external source (such as aVWeb server) in the Saved Request box.

Saved Request:

Base-Gd-encoded |BgWVE A= TEUVE ZEJ 1M00wl wT DVOOEEwRU ZXOM 00w

NI IDOzCCAqQCAQAmYDELHthR1UEBhMCQkaEDAOi1
certificate regquest |VRODEwh3 Mins eLWRIMTCEnz ANBg ke hk iGOwOEAQEF

[CMC ar TPz AEUful9oqarWnzdIaT3EpZP1WSLheFXrFTe 9

PKCS #10 ar nCYIBciLS 1F3pZegx/ uCya]jXp 10NM40+OR] F1KAO

PKCS #): /Ec40spYOIzZ6Zk92ksd85TNhyO1 14fEVEcCRwT,ﬂ
4 »

Browse for a file to insert.

Certificate Template:
|Administratur j

Additional Attributes:

-
Attributes:

If you want to submit your SSL server certificate-request file to a commercial CA such as Thawte,
you must follow the enrollment instructions the commercial CA provides. These instructions are different
for each commercial CA and for different SSL server certificate types. For an overview of the Thawte
enrollment instructions, consult “Thawte’s Quick Enrollment Guide: SSL Web Server Certificate, SGC
SuperCert and Code Signing Certificate” (http://www.thawte.com/guides/pdf/enroll_sum_eng.pdD).

When you examine the SSL certificate offerings of different commercial CAs, you will notice that
the CAs offer different SSL certificate types. The differences between these certificates sit primarily in
the level of server authentication they provide—in other words, in the effort the commercial CA puts
into making sure the server’s identity is authentic before the CA issues the SSL server certificate. The
commercial CA can simply rely on checking whether the Web site has a registered DNS name and
whether the requesting party has the right to request or install a CA on that domain — or it can start
more advanced identity checks that include third parties, such as auditors and notaries. The com-
plexity and quality of the Web site authentication procedure also have a direct impact on the price of
the SSL certificate. Another differentiator for the SSL certificates commercial CAs offer is their support
for a mechanism called Server-Gated Cryptography (SGC), which we explain in more in detail below.
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Thawte provides three types of SSL server certificates:

1. SSL Web Server Certificates. The prime characteristic of these standard Thawte SSL server
certificates is that they offer a high level of authentication. This high level of authentication
explains why their enrollment procedure is more complex and takes more time than SSL123
Certificates (explained below). How to enroll for a standard SSL Web Server Certificate is
detailed in the “Enrollment Guide for Thawte SSL Web Server Certificates and SGC SuperCerts”
(http://www.thawte.com/guides/pdf/enroll_ssl_eng.pdf).

2. SSL123 Certificates. These certificates offer a lower level of authentication than the standard
SSL Web Server Certificates. SSL123 Certificates validate only that your domain is registered
and that you have authorized the purchase of the certificate. These certificates are cheaper
because of the lower level of authentication. They also require less time for enrollment than
the standard SSL Web Server Certificates. How to enroll for a SSL123 Certificate is detailed in
the “Enrollment Guide for Thawte SSL123 Certificates”
(http://www.thawte.com/guides/pdf/enroll_ssl123_eng.pdp).

3. SGC SuperCert Certificates. These SSL server certificates incorporate SGC technology, which lets
certain Windows clients that have encryption restrictions automatically step up to 128-bit SSL
encryption. These clients include Windows 2000 editions shipped before March 2001 that do
not have the Windows 2000 High Encryption Pack or Windows 2000 Service Pack 2 installed.
These systems prevent 128-bit encryption, regardless of the version of Internet Explorer (IE)
being used. A Thawte SGC SuperCert lets SSL-secured Web sites extend 128-bit encryption to
all their clients who use browsers (Microsoft Internet Explorer [IE] 4.X or Netscape 4.06 and
later) that are limited to 40-bit or 56-bit encryption capabilities.

For many years, the U.S. government restricted U.S. vendors from exporting “strong” cryptog-
raphy. While these restrictions were in place, many Internet users around the world downloaded or
purchased computers with export version browsers, browsers capable of supporting only 40-bit or
56-bit SSL encryption. To allow vendors to adhere to the export restrictions while still addressing the
need for secure communications outside the United States, Microsoft developed SGC and Netscape
developed “step-up” technology.

SGC lets users with an export version browser temporarily step up to 128-bit SSL encryption if
they visit a Web site with an SGC-compatible SSL certificate, such as Thawte’s SGC SuperCert.
Without an SGC certtificate on the Web server, Web browsers and PCs that do not inherently support
128-bit strong encryption will receive only 40-bit or 56-bit encryption.

How to enroll for a SGC SuperCert SSL Web server certificate is detailed in the “Enrollment Guide
for Thawte SSL Web Server Certificates and SGC SuperCerts”
(http://www.thawte.com/guides/pdf/enroll_ssl_eng.pdp).

Installing the SSL Server Certificate on Your Web Server

Once the certificate has been generated, you can install it on your Web server. Once more, you can
use the Web Server Certificate Wizard, or you can use the IIScertdeploy.vbs script that comes with the
IIS 6.0 Resource Kit to install the certificate. If you use the wizard, this time select the “Process the
pending request and install the certificate” option (illustrated in Figure 5). In the following screens,
you will then be prompted to point the wizard to the newly generated Web server SSL certificate.
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Figure 2-5
1IS Certificate Wizard: process request option
T1S Certificate Wizard x|
Pending Certificate Hequest
A pending certificate request iz a request to which the certification %
authority has nat vet responded. %

A certificate request iz pending. What would pou ke to do??

+ Process the pending request and install the certificate

" Delete the pending request

< Back | Hest » | Cancel

Configuring SSL on Your Web Server

In the MMC IIS Internet Services Manager snap-in, you can configure SSL/TLS using the Edit... button
in the “Secure communications” section of the Directory Security tab, (see also Figure 2-2). This
button is enabled only if you have successfully installed a server certificate. Figure 2-6 illustrates the

configuration screen.

Figure 2-6
Configuring SSL/TLS

Secure Communications N x|

[+ Require secure channel {S5L)

[ Require 128-bit encryption

Client certificates
" Ignore dient certificates
(" Accept client certificates

' Require client certificates

[~ Enable client certificate mapping

Client certificates can be mapped to Windows user

accounts, This allows access control to resources using
client certificates,

[~ Enable certificate trust list

| =l
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In the configuration screen, you can

e Enable/disable SSL for a Web site.

e Require 128-bit encryption, which provides extra protection for Web sites that deal with
sensitive personal and financial information.

e Set client certificate-based authentication options. Both the “Accept client certificates” and
“Require client certificates” options require the deployment of certificates to your browser
clients “Require client certificates” means that users can access your Web site only if they have
an SSL client certificate installed. “Accept client certificates” means that users also can access
your Web site if they don’t have an SSL client certificate installed; in that case, they can
authenticate to the Web server using another HTTP authentication method. We discuss the
other HTTP authentication methods in more detail in the section “Comparing SSL to Other
Web Client Authentication Protocols.” As with SSL server certificates, you can acquire SSL/TLS
client certificates from an internal CA or from an external commercial CA.

e Enable certificate mapping (explained later in this section).

e Enable certificate trust lists (CTLs) (explained in chapter 3 of this eBook).

If you want to configure the port that is used for SSL communications, you can do so from the
Web Site tab in your Web site’s Default Web Site Properties dialog box (as Figure 2-7 illustrates). The
default port used for SSL is 443. The SSL port field is enabled only if you have installed an SSL server
certificate on your Web server. Note that different Web sites can use the same SSL port provided they
have different IP addresses.

Figure 2-7
Configuring SSL/TLS: SSL port

Default Web Site Properties 2] x|

Directory Security ] HTTF Headers ] Custorn Errors ] Server Extenzions 2002 ]
e Site ] Peformance | I54FI Fiters | Home Directary Documents |

Wb site identification

Degcription; Default Wweb Site

IP address: [l Uniassigned) 7| Advanced..
ICF part: &0 SSLport |43

Connections

Connection timeaout: 120 szeconds

[+ Enable HTTF Keep-dlives

|+ Enablz logging

Active log format;

|'"wi3C Estended Log File Format ~|  Propeties...
0k, | Cancel | | Help
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To facilitate Web server access-control enforcement, you can map IIS SSL client certificates to
Windows security identities. This feature is called certificate mapping. Certificate mapping lets you
apply authorization settings that are defined for Windows security identities to users who have used
an SSL client certificate to authenticate to IIS.

You can define certificate mapping in the IIS metabase (this is the IIS configuration database) or
in the AD. Defining certificate mapping in the AD uses a service known as the “Windows directory
service mapper.” AD-based mapping is an interesting option if you have multiple Web servers that all
need certificate mappings defined. Instead of defining the mappings on every individual Web server,
you can define them once in the central AD repository.

You can define IS metabase-based mapping from the Internet Services Manager (ISM) Secure
Communications dialog box (illustrated in Figure 2-6). This option is available only if you have
selected the “Enable client certificate mapping” checkbox.

You can set up certificate mapping defined in the metabase in one of two modes: 1-to-1
mapping and Many-to-1 mapping.

e IS looks at the complete content of the SSL client certificate in 1-to-1 mapping to map the

certificate to a Windows security identity.

e Many-to-1 certificate mapping is based on rules (as Figure 2-8 illustrates). In this case, IIS looks

at particular attributes of the SSL client certificate (as defined in the rules) to map the certificate
to a Windows security identity.

Figure 2-8
Setting up a Many-to-1 certificate-mapping rule in the IIS Internet Service Manager (ISM)
=
1ta-1  Many-te-1 ]

“When a client certificate is presented, these matching rules will be examined in the order in which they appear below.
Upon the first match., the user will be logged into the associated Windows user account.

¥ Enable Wildcard Client Certificate Matching

Fiule Dezcription M apped 'windows Accaount

i I ap certifica 0 &dministrator account D ChAdrninistrator

Move Up

Edit Wildcard Mapping Rule i x|

General lFluIes ] Mapping]

v Enable thiz wildzard mile

Enter a brief description of the wildzard matching rule. Thiz iz for pour reference only.

|

tor accounh

Edit Fiule. | fdd. Delete

Ok | Cancel Help
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You can define AD-based mapping from the MMC Active Directory Users and Computers MMC
snap-in. Use the “Name mappings...” option in an account object’s context menu—this option is
available only if the snap-in is in Advanced Features viewing mode. AD-based mapping allows only
for 1-to-1 mapping. AD-based mapping, or the Windows directory service mapper, is enabled from
the Properties dialog box of the Web Sites container in the ISM (as Figure 2-9 illustrates).

Figure 2-9
Enabling the Windows directory service mapper

Web Sites Properties K3

‘web Site ] Performance ] 1SAPI Filters ] Home Direckory ] Documents l
Directory Security HTTFP Headers ] Custarm Errars ] Service ]

Authentication and access control

| : Enable anonymous access and edit the

authentication methods For this resource.

IP address and domain name restrictions

Grank or deny access to this resource using

IP addresses or Inkernet domain names.
Edit...

Secure cormmunications

[+ Enable the Windows direckary service mappert

QK Cancel Apply Help

Getting SSL Client Certificates

If you also want to use certificates on the browser side to strongly authenticate your SSL clients, you
must make sure that you provide your clients with SSL client certificates. Not all organizations want to
do this, so this step is optional. A typical scenario that requires SSL client certificates is a secure
extranet Web site. Note that SSL client certificates are not the only client authentication method
available. We discuss other methods in the section “Comparing SSL to Other Web Client Authentica-
tion Protocols.”

You can request client SSL/TLS certificates from an internal CA or an external CA. If you are
using a Windows Server 2003—rooted PKI, users can request certificates using their MMC Certificates
snap-in or the CA’s Web interface (accessible using http://<servername>/certsrv). Administrators can
also automatically enroll users for SSL/TLS certificates using a Group Policy Object (GPO) setting.

An important—but often forgotten—Ilast step is to make sure that the CA that issued the client
and server SSL certificates is trusted by your clients. In Windows, ensuring that the CA is trusted
comes down to making sure that the CA’s certificate is stored in the client’s trusted root certificate
store. To look at the content of this store, open the MMC Certificates snap-in. Trust is not a real
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concern when you're using certificates that are issued by a commercial CA, such as Thawte or
Verisign. These commercial CA’s certificates come with the Windows OS software and are trusted by
default. Trust is an issue, however, if you're using certificates generated by an internal PKI that is run
by your organization or a partner organization.

If you're using a certificate generated by an internal PKI—if the CA’s certificate doesn’t come
preinstalled with the OS software—you can use different methods to add the certificate of the CA that
issued the server and client certificates collectively to all your user browsers’ trusted root certificate
stores:

e Use the Internet Explorer Administration Kit (IEAK) to create an IE installation kit that adds the

CA’s certificate to the trusted root certificate store.

e Put the CA’s certificate on a publicly accessible Web site where users can download and

choose to trust it.

e Distribute the CA’s certificate using a GPO setting.

Client-Side SSL Configuration and Usability Features
Today, all Web browsers come with built-in support for the SSL/TLS protocols. The most commonly
used Web browsers today are the Microsoft Internet Explorer (IE), Netscape Navigator, Mozilla
Firefox, and Opera Web browsers. All of these browsers inform their users when they access an SSL-
secured Web site, and they provide an interface so you can look at the content of a Web site’s SSL
certificate and the client’s SSL certificates.

Typically, users are informed of an SSL-secure Web site by a lock symbol that shows up in the
browser’s tray (as Figure 2-10 illustrates for the Mozilla Firefox browser).

Figure 2-10
SSL/TLS lock icon in Mozilla Firefox

%) KBC Bank and Insurance | Our services for Multinationals, Banks and Institutionals - Mozilla Firefox [

File Edit Wew Go Bookmarks Tools Help
AT (= 1 |
@ - - @ Q/ﬂ [ [ https: ffwww. kbc.befIPA/DIe017t=/8angWebsite=Egidn (=) % © co |[CL
’ Getting Started '\.5,; Latest Headlines
Ead
Register and take advantage of all the extra information and applications we have to offer. Ifyou
are also interested in what KBC can do for you and your business, then visit our site for
businesses.
—a) log-on 1)  >Exclusive for customers:
No users found!
If you already use KBC-Online, click KBC-Online, also when you're abroad
here to log on. _ To make transfers, to monitor your accounts, to keep your investment ¢
Ifyou are a new user of KBC-Online check the balance on your credit card? With KBC-Online, you can keep
and have received your access perfectly under control all the time, even when you're abroad!
codes, click user administration.
All info on KBC-Online and access to the entire Web site. 3
% B
Done www.kbc.be
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If you double-click the lock icon, you get an overview of the Web site’s SSL/TLS certificate details
(as Figure 2-11 illustrates for the Internet Explorer and Opera browsers).

Figure 2-11
SSI/TLS certificate viewer in the Internet Explorer and Opera Browsers

Certificate | Security information for www.kbc.com

General | Details || Certification Path

iy £ Your communication with the server www.kbc.com is encrypted. Opera
Certificate Information =% has dassified the encryption as strong (3).

This certificate is intended for the following purpose(s): the server www.kbc.com has identified itself with an electronic
certificate. The certificate is signed and verified by an issuer thatis on

this browser's list of trusted authorities.

 Ensures the identity of a remote computer

*Refer to the certification authority's statement for details.

Certificate holder: Certificate issuer:
Issued to: www.kbc.be www. kbe.com GlobalSign SerwverSign CA
KBC Exploitatie MV, GlobalSign nv-sa
Issued by: www.verisign.com/CPS Incorp.by Ref, LIABILITY ServerSign CA
LTD. ()57 VerisSign
BE BE
valid from 3/31/2005 to 4/1/2006
Mot valid befare: Mar 12005
Expires: Mar 12006
Encryption protocol:  TLS w1.0 128 bit ARC4 (1024 bit RSA/MDS)
[Install Certificate.. ] [ Issuer Statement ]

The browsers’ SSL certificate viewers display an SSL certificate’s content and its properties. The
General tab of the IE SSL certificate viewer, for example, shows general information such as the
applications the certificate can be used for, the subject name, the issuer name, the validity period of
the certificate, and whether the certificate has a corresponding private key stored in the user’s profile.
The Details tab shows all X.509 certificate entries: the standard fields, and the critical and noncritical
certificate extensions. The Certification Path tab shows the certification path and the certificate status.

Another simple way to check whether an SSL-secured session has been set up between your
browser and a Web server is to check the URL. If a secured session has been set up, the http section
of the URL will change from “http://” to “https:”. For example, instead of http://www.thawte.com,
your browser will show https://www.thawte.com.

The IE browser also informs users about the SSL encryption strength that is used in a particular
SSL session. Simply move your mouse over the lock symbol, and IE will show the SSL encryption
strength (as Figure 2-12 illustrates). In the other browsers, you must double-click the lock symbol and
look at the certificate properties to find out the SSL encryption strength.
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Figure 2-12
SSL/TLS certificate encryption strength

o
0 [55L Secured (128 Eit) |
-

Web browsers differ in the SSL/TLS configuration options they offer. These options include

e The capability to switch on/off SSL 2.0/SSL 3.0/TLS 1.0 support

e The capability to configure CRL-based certificate revocation checking

e The capability to configure Online Certificate Status Protocol (OCSP)-based certificate revoca-
tion checking

Table 2-1 gives an overview of the SSL/TLS configuration options of different Web browsers.
Some of these configuration options (such as the support for CRL and OCSP revocation checking) are

explained in more detail in chapter 3.

Table 2-1 Comparison of browser SSL/TLS configuration options

Internet Explorer 6.0 Netscape Navigator 8.0  Moxzilla Firefox 1.0 Opera 8.0

SSL 2.0 support Yes Yes Yes Yes
SSL 3.0 support Yes Yes Yes Yes
TLS 1.0 support Yes Yes Yes Yes
CRL support Yes Yes Yes Yes
OCSP support No' Yes Yes No

' Microsoft will embed OCSP support in the IE 7.0 release

Figure 2-13 shows the IE SSL/TLS configuration interface (which is accessible from the Advanced
tab in the IE Internet Options dialog box).
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Figure 2-13
IE SSI/TLS configuration interface

Internet Options

General | Security | Privacy || Contert | Connections | Programs | Advanced
Settings:

& ~
Allow active content from CDs to run on My Computer
[ AMllow active content to run in files on My Computer
[ Allow software to run orinstall even if the signature is invalid
Check for publisher's certificate revocation
[ Check for server certificate revocation {requires restart)
Check for signatures on downloaded programs
[] Do net save encrypted pages to disk
[] Empty Temporary Intemet Files folder when browser is closed
Enable Integrated Windows Authentication {requires restart)
Enzble Profile Assistant
Use 55L2.0
[] Use 55L30
[] Use TLS 1.0
Wam about invalid site cerificates 00—
Wam if changing between secure and not secure mode »
£ | >

Restore Defaults

[ ok J[ canced [ septy |

Figure 2-14 shows the Netscape Navigator SSL/TLS configuration interface (which is accessible
from the Advanced page in the Navigator Options dialog box).
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Figure 2-14
Netscape Navigator SSL/TLS configuration interface
w

General

=l Security
@] Use SSL 2.0
Privacy Use S5L 3.0
¥ N
Use TLS 1.0
Tab Browsing = Certificates
C 7 Client Certificate Selection
/
© Decide how Netscape selects a security certificate to present to web sites that require one:
Site Control:
i anirals (@ Select Automatically () Ask Every Time
L
A Manage Certificates
Downloads
Use the Certificate Manager to manage your personal certificates, as well as those of other people
ﬁé’) and certificate authorities.
Manage Certificates. ..
Form Fill
= i
05 Manage Security Devices
i Use this button to manage your security devices, such as smart cards.
Advanced
Manage Security Devices...
= Validation

CRL

Use the CRL Manager to manage the Certificate Revocation Lists (CRL) that are stored in your
certificate database.

Manage CRLs...

ocsp

IMetscape can use Online Certificate Status Protocol (OCSF) to verify certificates. Set Netscape to
use OCSP as follows:

@ Do notuse OCSP for certificate validation
(O Use OCSP to validate only certificates that specify an OCSP service URL

s

Comparing SSL to Other Web Client Authentication Protocols
In this section, we compare SSL client certificate-based authentication to other Web (or HTTP)
authentication protocols: basic authentication and digest authentication. First, we explain how an
HTTP authentication sequence works.

Remember from the previous sections that client certificate-based authentication is optional in an
SSL setup. Client certificate-based authentication offers strong authentication of the Web clients to the
Web server, but it also requires the deployment of SSL client certificates to all Web clients.

HTTP Authentication

The HTTP protocol specification includes a set of specific HITP headers to deal with authentication
in a Web environment. The HTTP specification also defines Web authentication methods: basic
authentication, which is a part of the HTTP version 1.0 specification, and digest authentication, which
is a part of the HTTP version 1.1 specification. Now let’s look in more detail at HTTP authentication
and each of these authentication protocols.
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Figure 2-15 shows the different messages that are exchanged between a Web browser and server

during an HTTP-based authentication exchange:

1. The browser requests data from the Web server using an HTTP GET verb.

2. If the Web server requires the client to authenticate himself or herself, it sends an HTTP 401
error message back to the browser, along with
e A list of the authentication schemes it supports
e A challenge. Not all Web authentication protocols use this challenge. When the browser is

using digest authentication, for example, it uses the challenge to calculate the authentication
reply that is sent back to the server. The challenge is sent as one or more WWW-Authenti-
cate headers in the server’s response.

3. The browser chooses one of the Web-authentication protocols that it supports and constructs
an authentication response. The response is based on the user’s credentials and—depending
upon the authentication protocol used—also on the challenge that was sent by the server. To
obtain the user’s credentials, the browser will prompt the user. The response is sent back to
the server as part of an authorization header.

4. The server authenticates the data it got from the browser and, assuming everything is okay,
sends the response and the requested resource back to the user. The response message
includes an HTTP 200 status code, which is a “no errors” message.

Figure 2-15
Typical HTTP authentication exchange

0 Get default.htm

401 Access Denied
WWW-Authenticate: challenge

Browser Server
9 Get default.htm
Authorization: response
e Returns default.htm
And 200 status code

Note that step 2 of this authentication exchange begins with “Ifthe Web server requires the client
to authenticate himself of herself.” Authentication is indeed an option. Many Web sites do not care
about the identity of a user. Good examples of Web sites for which user identity is not an issue are
those that contain public information that should be available to everyone. For such sites, authentica-
tion is just overhead that slows down the information exchange. That is why most Web servers
(including IIS) also provide an anonymous access method. If a Web site is configured for anonymous
access, anyone—even those users who do not provide credentials—is allowed to access the site.
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Basic Authentication

The basic authentication protocol is part of the HTTP/1.0 protocol specification, which means basic
authentication can work with any browser type. Basic authentication provides a simple mechanism to
transmit user credentials (a user ID and password) to a Web server.

Figure 2-16 shows the different messages that are exchanged between a Web browser and the

server during a basic authentication exchange:

1. The browser requests data from the server by using an HTTP GET verb.

2. If the Web server requires the client to authenticate himself or herself, it sends an HTTP 401
error message back to the browser, along with
e A list of the authentication schemes the server supports, this time including the “basic” verb
e The name of the basic authentication realm. (We explain the concept of a realm shortly.)

3. Before it replies to the challenge, the browser prompts the user for its username and
password. This credential prompt will not occur if the user has previously cached his or her
credentials in the browser credential cache, or if the URL that was used to access the Web site
contains the username and password. The browser then responds to the authentication request
by base64 encoding its username, password, and the authentication realm, and then sending
the encoded blob back to the Web server as an authorization host header.

4. The server authenticates the browser’s response and, if everything is okay, sends the response,
and the requested resource, back to the user. The response message includes an HTTP 200
status code.

Figure 2-16
Basic authentication exchange

0 Get default.htm

9 401 Access Denied
WWW-Authenticate: Basic Realm= XXXX
Browser Server

9 Get default.htm
Authorization: base64 blob

I
I
I
I
I
’ e Returns default.htm

And 200 status code

You can shortcut the basic authentication exchange by including the user credentials in the
URL that is passed to the Web server. To do this, use the following URL format: http://username:
password@yourwebsite.com. By default, TIS gives a user three basic authentication attempts.

You should be aware of a potential security hole when you take this approach. The credential
information sent between a Web browser and server when you use basic authentication is not
secured. The credentials are just base64 encoded, which means they are relatively easy to decode.
To demonstrate, base64 encodes messages by storing every three 8-bit characters as four 6-bit
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characters. The easiest way to decode base64 is to use one of the online base64-decoder tools such
as the tool at http://base64-encoder-online. waraxe.us/. Try, for example, to decode the following
basic authentication string at the above URL:

ZG9tYWLuXHVZZXJuYW1LOnBhc3N3b3Jk

What is the result of the decoding? Just by copying this string into the box, you should receive
the decoded results, domain\username:password.

Because decoding a base64 encoding is relatively easy, securing the HTTP traffic using the
SSL/TLS protocols is advisable. When you enable basic authentication on a Web resource, IIS warns
you about this potential security hole (as Figure 2-17 shows).

Figure 2-17

Basic authentication IIS warning

I1S Manager ﬂ

The authentication option you have selected resultz in
pazzwords being transmitted owver the netwark, without data
encryption. Someane attempting bo compromize pour spstenm
gecurty could uze a protocol analyzer to examine uzer
pazzwords during the authentication procezs. Faor more detail
an uzer authentication, conzult the anling help, T his warning
does not apply to HT TPS[or 551 connections.

b../

Are you sure you want to continue?

Help

Digest Authentication

Digest authentication was originally specified as part of the HTTP 1.0 protocol specification; an
enhanced version is defined in the HTTP 1.1 protocol specification. Both versions are defined in RFC
2617. Digest authentication uses a challenge-response-based authentication method. A key advantage
of digest authentication is that, unlike basic authentication, it does not transmit the user credentials in
the clear over the network and thus does not require the use of the SSL or TLS protocols.

HTTP 1.1 and digest authentication are not yet supported by all browser and Web server types
and versions. On the Microsoft side, digest authentication is supported by Internet Explorer 5.0 and
IIS 5.0 and later versions.

Figure 2-18 shows how digest authentication works:

1. The user’s browser requests access to the default.htm Web page.

2. The Web site replies with a 401 access-denied message. The server’s reply also tells the

browser that the Web page requires digest authentication (the WWW-authenticate header
contains the word “digest”) and lists the digest authentication realm to which the Web page
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belongs (in the example, realm “aaaa”). Most importantly, the reply also contains a digest
challenge, which is usually referred to as the nonce (in the example, “XXXX").

3. Before it replies to the challenge, the browser prompts the user for its username and pass-
word. The browser hashes the challenge using the user’s password. The outcome of this hash
(in the example, response “YYYY”), together with the nonce (in the example, “xxxx”) and the
realm (in the example, “aaaa”), are then sent back to the Web server.

4. The Web server validates the response it gets from the browser by calculating the same hash
and comparing it with what it got back from the browser. The Web server can calculate the
hash because it also has access to the user’s password (which is stored in AD). If everything is
okay, the Web server sends the response, together with the requested resource, back to the
user. The response message includes an HTTP 200 status code.

Figure 2-18

Digest authentication exchange

0 Get default.htm

9 401 Access Denied
WWW-Authenticate: Digest
Browser realm: aaa nonce: XXXX Server

9 Get default.htm

Authorization: Digest realm: aaaa
nonce: XXXX Response: YYYY

e Returns default.htm
And 200 status code

- on =n =n Em Em =

Advanced digest authentication is an enhanced version of the digest authentication protocol. The
key advantage of advanced digest authentication is that it does not require clear-text storage of users’
passwords (even though it requires the use of an AD account). On the Microsoft side, advanced
digest authentication is available for Web authentication only under the following conditions: IIS 6.0 is
running on a Microsoft Windows Server 2003 box, the browser used on the client side is at least
Internet Explorer 5.0 or later, the user account used for authentication is defined in a Windows Server
2003 domain that is at functionality level 2 (this means that the domain contains only Windows Server
2003 domain controllers), and the UseDigestSSP metabase property is set to 1 (true). If any one of
these conditions is not met, simple digest authentication will be used.

Web Client Authentication Protocol Comparison

Table 2-2 compares the HTTP authentication protocols discussed above (basic authentication and
digest authentication) to SSL client certificate-based authentication.
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Table 2-2 HTTP authentication method comparison

Basic Digest SSL Client Certificate-
Authentication Authentication Based Authentication
Protocol based on open standard ~ Yes Yes Yes

Browser support

Internet Explorer
Netscape Navigator
Mozilla Firefox

Internet Explorer

Internet Explorer
Netscape Navigator
Mozilla Firefox

Communication security strength

Weak—base64
encoded, requires SSL

Stronger—because based
on a challenge-response
mechanism

Strong—because based
on asymmetric
cryptographic mechanism

Requires SSL

Yes

No

Yes

Supports authentication through

firewalls and proxies

Yes

Yes

Yes

Authentication strength

Low—because based
on the use of a user
ID password

Low—because based on
the use of a user ID
password

High—because based on
the use of private keys and
certificates

Conclusion

In this chapter, we have illustrated the process of setting up SSL/TLS to secure Web communications
between a Web server and a Web browser. Even though support for SSL/TLS is a common feature
for today’s Web servers and browsers, setting it up correctly is not always that trivial. We have high-
lighted some of the hidden traps you should pay special attention to when you configure SSL/TLS for
secure Web communications. We also have illustrated the superior features of SSL certificate-based

authentication when it comes to authenticating clients in Web environments.

In chapter 3, we will examine some advanced topics you might encounter when you use SSL to
secure Web communications. We will look at how to optimize SSL server-side performance and how
to deal with load balancing and firewalls. We will also look in greater detail at the SSL certificate-

validation process.
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