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authentication process, and initializing and
deploying the tokens.

Client software. Most two-factor authen-
tication solutions require that client software
(or drivers) be installed on each workstation.
The software maintains user information, ini-
tializes tokens, and authenticates users who
log on remotely. The server- or client-based
management software might also be able to
read user information from the domain con-
troller (DC) during the setup process so that
you don’t need to manually enter it. You
might want to inquire whether the manage-
ment software is built on open standards (e.g.,

X.509, LDAP, ODBC, Remote Authentication
Dial-In User Service—RADIUS) or on vendor-
proprietary standards that might raise an
interoperability issue for your environment.

Authentication servers. Depending on the
number of users and how they need to access
company resources (locally or remotely), you
might need to purchase a server for authenti-
cation and token management. Authentica-
tion and token management software
authenticates users for network logons, Web
access, or VPN connections; provisions tokens;
and manages user credentials. You might want
a second server for redundancy and failover.

Initializing devices. Most tokens need to
be initialized on site or by the vendor.
Depending on your organization’s security
policy, you might need to choose a solution
that lets you keep initialization information
inhouse.

Managing It All
Now that you understand some of the available
form factors, possible hardware and software
requirements, and some of the steps involved
in deploying a solution, you need to consider
whether the two-factor authentication solution

integrates with company resources and fits
into your organization’s security architecture or
policy. The solution should also be scalable to
support additional users or customers. Make
sure the solution provides an easy way to
maintain user credentials; distribute, initialize,
replace, and revoke tokens; and leverage exist-
ing user credentials and tokens (if you’re
upgrading to newer technology or selecting a
solution that’s different from one that you cur-
rently have).

A two-factor authentication system intro-
duces a number of new components into your
environment. Additional items to manage are

vendor warranties for tokens and their batter-
ies, software licenses and subscriptions, fin-
gerprint and smart card readers, and token
battery replacement.

Training users and Help-desk personnel
is also a consideration. Read the vendor’s
documentation to see whether it’s compre-
hensive and will be understandable to users.
Ask the vendor what it offers in terms of
training to help IT, users, and Help-desk per-
sonnel deploy and use the solution, and to
answer users’ questions about forgotten
PINs, lost or out-of-sync tokens, and locked
accounts.

Token Factors
This Buyer’s Guide focuses on two-factor auth-
entication solutions that use USB memory
sticks, smart cards, and fingerprints, but you can
visit the company Web sites listed in the table for
information about additional authentication
form factors that the companies supply that
might be more suitable for your organization’s
needs. For example, Entrust offers security grid
or “scratch” cards that contain a code that the
user enters to authenticate and a knowledge-
based authentication option in which a user
provides a “shared secret” to gain access.
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Company Product Price Form Factor Reader Client Software Required? Method of Authenticating Supported Windows Versions Interactive Logon of Stores Certificate  Management Integrates with Integrates with Integrates with 

Required? to Token Active Directory (AD) X.509 Private Keys? Software? Microsoft Microsoft Internet Microsoft 

User Accounts? Certificate Authentication? Group Policy?

Services?

Aladdin Knowledge Systems eToken PRO USB List price $49.90 USB device No Yes, eToken Runtime Password Windows Server 2003, Windows Yes, both certificate and Yes, private key is Token Management Yes Yes Yes

847-818-3800 Environment (RTE) XP, Windows 2000 Server, Windows credentials-based generated on the System (TMS)

800-562-2543 98, Windows NT Server 4.0 Service authentication eToken

http://www.aladdin.com Pack 6 (SP6) and later

eToken PRO SmartCard List price $17.50 Smart card Yes Yes, eToken RTE Password Windows 2003, XP, Win2K Server,  Yes Yes TMS Yes Yes Yes

Win98, NT Server 4.0 SP6 and later

Authenex A-Key token Contact vendor USB device No No Password Windows 2003, XP, Win2K Server Yes Yes A-Key Administrator on a Yes Yes No

510-324-0230 token; Web Management

http://www.authenex.com Console (WMC) on a 

server

CRYPTOCard UB-1 USB Token $499 for USB device No Yes, Machine-to-Machine PIN Windows 2003, XP, Win2K Server Yes No CRYPTO-Server 6.x No No No

613-599-2441 CRYPTO-Server 6 (M2M) driver

800-307-7042 5-Token Starter Kit

http://www.cryptocard.com SC-1 Smart Card Token $499 for Smart card Yes Yes, M2M driver PIN Windows 2003, XP, Win2K Server Yes No CRYPTO-Server 6.x No No No

CRYPTO-Server 6 

5-Token Starter Kit

Digital Persona U.are.U Fingerprint Reader sold with Fingerprint Yes Yes, DigitalPersona Pro Fingerprint Win98, NT Server 4.0 and later Yes Yes, One Touch CSP DigitalPersona Pro Server Yes, using One Yes, using Digital- Yes

650-474-4000 DigitalPersona Pro add-on application lets Touch CSP add-on Persona Online 

877-378-2738 software packages a fingerprint reader lev- application application

http://www.digitalpersona.com ($99–$149) erage native X.509 keys

Entrust Entrust USB Tokens $57 with Entrust USB device No Yes, SafeNet Borderless Security PIN Windows 2003, XP, Win2K Yes, using SafeNet  Yes SafeNet Card Manage- Yes Yes Yes

888-690-2424 digital ID; $47 for Borderless Security ment System (CMS)

http://www.entrust.com token only Single Sign-On (SSO)

RSA Security RSA Smart Card 5200 Contact vendor Smart card Yes Yes PIN Windows 2003, XP, Win2K, NT Yes Yes RSA Card Manager sup- No No Yes

781-515-5000 ports multiple credential 

877-772-4900 issuance models; RSA 

http://www.rsasecurity.com Authentication Manager 

provides centralized man-

agement via console- or 

Web-based remote 

management

RSA USB Authenticator Contact vendor USB device No Yes PIN Windows 2003, XP, Win2K, NT Yes Yes RSA Authentication No No Yes

6100 Manager




